Seagull - Radius protocol
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Seagull - Radius protocol

The Radius implementation in Seagull conformsto the RADIUS authentication RFC: REC 2865
(http://tools.ietf.org/html/rfc2865) and the RADIUS accounting RFC : REC 2866
(http://tools.ietf.org/html/rfc2866)

The proposed example is a"Accouting Request" scenario:

This scenario is included when you install Seagull. It islocated in /usr/local/share/seagull/radius/ directory.

Open two terminal sessions. Terminal 2 will be the server and Terminal 1 the client. Examples are located in
the "run" directory. So thefirst thing you need to do isto go in this directory (in both terminal windows):

In Terminal 2 window type:

In Terminal 1 window type:

On Terminal 2 (server side), you will see:
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Hereisthe script (start_client.ksh) that launched the client in our example:

On some systems, you might need to include the following export in your Seagull script: "export SHLIB_PATH=/usr/local/bin".

Both sides are relying on the Radius Accounting dictionary provided with Seagull: radius-accounting.xml to
encode Radius messages. Refer to dictionary configuration section for more information on the format of
this dictionary. The dictionary is specified using the - di co parameter on the command line
(core.html#cli_help) .

The generic configuration (including network and other parameters) is different for the client and the server.
Theclientusesconf. cl i ent. xm andtheserver usesconf . server . xm . The configuration fileis
specified using the - conf parameter on the command line (core.html#cli_help) .
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Here are both files;
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i ne>
sv"></ defi ne>
ta. csv"></define>

Table 1: Example client and server configuration
Now comes the real stuff: the scenario.

First, the scenario source: radius-accounting.client.xml (radius-accounting.client.xml.html)

And now the commented version:
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radius-accounting.client.xml.html
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There are 3 different configuration files:

» Generic configuration file - describing traffic and network parameters
» Protocol dictionary configuration file - rarely to be edited
» Scenario file - description of the message exchanges

The generic configuration file describes the network environment as well as traffic parameters.

The network environment is described through "transport channel entities (core.html#ref_transport) ". The
transport entity is then used as an attribute of send (core.ntml#cmd_send) andr ecei ve
(core.html#cmd_receive) scenario commands, as well as during the opening of the transport channel (see
below).
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Radius messages and parameters are described in XML dictionaries. The tool comes with a complete Radius
dictionary.

A dictionary contains several XML sections

"types’ section contains all types needed for the protocol. For Diameter, these are:

"header" section contains the description of message header. For Radius, thisis:

"body" section contains the description of message body (which naturally comes after the header). For
Radius, thisis:

"dictionary" section contains al possible parameters that a message can contain. Here is a description for
some Radius attributes:
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"Message" section contains all possible Diameter messages (from RFC 2865 and 2866). Here is an example
of Radius messages:

The <send> and <receive> scenario commands include an <action> and <message> sections.

The <action> section can be placed before or after the <message> section.

Actions placed before the message (called "pre-actions") are executed before the message is actually sent or
received. Actions placed after the message (called "post-actions') are executed after the message is sent or
received.

For example, actions that can be placed before a message are actions to set the values of someids or to set
some fields using external values, before sending a message. Example:
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Actions that can be placed after a message are actions to store some values after the message has been
received. Example:

Thelist of possible actions is available in the reference section.

The authentication implementation in Radius protocol is to be used as an example. The "crypto_method"

method, used for the authentication, is defined in "library-crypto/CryptExternal M ethods.hpp"
(http://gull.svn.sourceforge.net/viewvc/gull/seagull/trunk/src/library-crypto/ CryptExternal M ethods.hpp?view=markt
and implemented in "library-crypto/CryptExternal M ethods.cpp”

(http://gull.svn.sourceforge.net/viewvc/gull/seagull/trunk/src/library-crypto/ CryptExternal M ethods.cppview=markt
in the sources.
It can be modified to match the exact authentication agorithm.

At first, the message is built with the " Authenticator” field filled with '0000000000000000' in the scenario:

In the pre-action part of the scenario, the "Authenticator” field is set with the result of the authentication
method:

The "method" field selects the function to be used for the authentication from the ones defined in the
dictionary.

The "message part" defines which part of the message is used for the authentication (in this case, the entire
message is used).

The "format" defines additional parameters if the method needs some (In this case, the "shared_secret"
parameter is passed to the method with the value of the memory zone"SH_SE". The memory zone"SH_SE"
can befilled by a"restore from_exerna" action for example).

The authentication method must be defined in the dictionary with its name, the name of the function to be
used and the name of the library in which the function is defined.

the authentication function.
The "param” defines the name of the library "lib=lib_crypto.so" and the name of the function
"function=crypto_method radius’.
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Here is the commented version of the Radius client using the "authentication” method defined in
"library-crypto/CryptExternalM ethods.hpp" and implemented in "library-crypto/CryptExternal M ethods.cpp”
in the sources
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