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Seagull - Diameter protocol

The implementation of Diameter in Seagull conforms to REC 3588 (http://www.fags.org/rfcs/rfc3588.html) .
Other applications, like 3GPP/IM S applications (Cx, Dx, Ro, Rf, Sh, ...) are available through Seagull
dictionaries.

Seagull comes with Diameter base and 3GPP/Cx. Including new applicationsin Seagull is a matter of editing asimple XML file.

So that you can get familiar with Seagull in the context of Diameter, here is an example that will launch one
Diameter server (a server expects a message as the first scenario command) and one Diameter client (aclient
sends a message as the first scenario command). The client and the server will talk to each other using the
loopback interface (127.0.0.1). The scenario is the following:

The CER/CEA exchange will only be done once, at the time of connection establishment. This s described in the init (core.html#scen_init) section.

} This scenario isincluded when you install Seagull. It islocated in /opt/seagull/diameter/ directory. (

Open two terminal sessions. Terminal 2 will be the server and Terminal 1 the client. Examples are located in
the "run" directory. So the first thing you need to do isto go in this directory (in both terminal windows):

edrun
In Terminal 2 window type:

./start_server.ksh
In Termina 1 window type:
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On Terminal 2 (server side), you will see:

If you have Ethereal (http://www.ethereal.com/) tool that is started to monitor local (10) interface, then you
should see the Diameter traffic.

Ethereal must be at least version 0.10.13 to properly decode Diameter.

If you don't have Ethereal, you can take alook at Seagull's log files, which also contain the decoded
Diameter messages if Seagull is started with"M" log level (- | | evel ETM. By default, those files are
respectively cl i ent . date. | og andser ver. dat e. | og, suffixed with the date and time at which
traffic started.

How easy was that? Now let's jump to the next section to learn how all that works.

Hereisthe script (start_client.ksh) that launched the client in our example:
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On some systems, you might need to include the following export in your Seagull script: "export SHLIB_PATH=/usr/local/bin".

Our example is based on one client that takes care of sending SAR and receiving SAA messages and one
server that takes care of receiving SAR and answering SAA messages.

Both sides are relying on the Diameter Base/Cx dictionary provided with Seagull: base _cx.xml to encode
Diameter messages. Refer to dictionary configuration section for more information on the format of this
dictionary. The dictionary is specified using the - di co parameter on the command line
(core.html#cli_help) .

The generic configuration (including network and other parameters) is different for the client and the server.
Theclientusesconf. client.xm andtheserver usesconf. server. xm . The configuration fileis
specified using the - conf parameter on the command line (core.html#cli_help) .

Here are both files;

. 168. 0. 13: 3868" >
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I .sv >

Table 1: Example client and server configuration

Asyou can see, the only practical differences between a server and a client are the "mode” (that can be

either server or client) in the open scenario command and the call-rate parameter which is only specified on
the client side.

i Refer to generic configuration (core.html#config_generic) section for more information on the format and possible values. |

Now comes thereal stuff: the scenario.

First, the scenario source: sar-saa.client.xml (sar-saa.client.xml.html)

And now the commented version:
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In this example, thei ni t section takes care of sending a CER and receiving a CEA. Y ou can put any
<avp> described inthebase _cx. xm dictionary. Thet r af fi ¢ section keeps sending SAR/SAA

messages.
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The generic configuration file describes the network environment as well as traffic parameters.

The network environment is described through "transport channel entities (core.ntmi#ref_transport) . The

transport entity is then used as an attribute of send (core.ntml#cmd_send) andr ecei ve
(core.html#cmd_receive) scenario commands, as well as during the opening of the transport channel (see
below).

Diameter is constituted of a base protocol and additional "applications’. In order for Seagull to be versatile
enough, Diameter messages and parameters are described in an XML dictionary. Seagull comes with a
complete Diameter base and Cx interfaces dictionary.

A dictionary contains several XML sections

"types" section contains all types needed for the protocol. For Diameter, these are:



core.html#ref_transport
core.html#cmd_send
core.html#cmd_receive
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"header" section contains the description of message header. For Diameter, thisis:

"body" section contains the description of message body (which naturally comes after the header). For
Diameter, thisis:

"dictionary" section contains al possible parameters that a message can contain. Here is a description for
some Diameter AVPs:

"command" section contains all possible Diameter messages (called command in RFC 3588). Hereis an
example of Diameter messages.
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The <send> and <receive> scenario commands include an <action> and <command> section.
The <action> section can be placed before or after the <command> section.

Actions placed before the command (called "pre-actions') are executed before the message is actually sent

or received. Actions placed after the command (called "post-actions') are executed after the message is sent
or received.

In the context of Diameter, the following actions are used to maintain Diameter Hop-by-Hop ID,
End-to-End ID and Session ID. Example:

Actions that can be placed after acommand are actions to retrieve an AV P value after the message has been
received. Example:

Thelist of possible actions (core.html#ref_actions) is available in the reference section.
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